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Components of a simple PC

- Outside
world

Computer internals
(inside the “box™)



OS ehitab programmide jaoks simuleeritud
virtuaalmaailma




Miks opsusteem?

Opsusteemi pohieesmargid:

B Pakkuda programmeerijale valmistehtud standardtukke.

B VoOimaldada kasutajal arvutis uhtemoodi ja harjumusparaselt
tegutseda, soltumatult sellest, mis programmid tal arvutis on.

Arvutit saaks programmeerida ka ilma opsusteemita. Sel juhul:

B Oleks iga programmi tegemine palju raskem
B Kasutajate jaoks naeks eri programmid vaga eri moodi valja.



Mida opsusteem teeb ja teha oskab?

Oskab kettalt programme lugeda ja neid kaima panna.

Oskab programme seisma panna

Oskab anda programmidele parasjagu aega ja malu

Oskab programme vajadusel korraks peatada ja taaskaivitada
Oskab kettale faile ja katalooge kirjutada ja sealt neid lugeda.
Oskab valisseadmetega (printer, monitor jne) suhelda.

Oskab vorguga suhelda.

Oskab intelligentselt malu ja cachega tegeleda

Oskab suhelda graafikakaardiga

jne

Kui opsusteemi ei oleks, peaks iga programm koiki neid asju
ise teha oskama!



Operatsioonisusteemi roll

¥ LIIDES (API)

FUUSILINE
LIIDES




Operating system timeline

B First generation: 1945 — 1955
Vacuum tubes
Plug boards

B Second generation: 1955 — 1965
Transistors
Batch systems

B Third generation: 1965 — 1980
Integrated circuits
Multiprogramming

B Fourth generation: 1980 — present
Large scale integration
Personal computers

® Fifth generation: ?



Second generation: batch systems

System
tape Output

sl
o __
AHTHadH

7094

2 Printer
O
RGO

1401

1401

(a) (b) (c) (d) (e) ()

* Bring cards to 1401

* Read cards onto input tape

« Put input tape on 7094

« Perform the computation, writing results to output tape
« Put output tape on 1401, which prints output
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Third generation: multiprogramming

« Multiple jobs in memory
— Protected from one
another
« Operating system
protected from each job
as well

* Resources (time,
hardware) split between
jobs

 Still not interactive

— User submits job
— Computer runs it

— User gets results minutes
(hours, days) later

Memory
partitions
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Natuke ajalugu (4. polvkond)

1969 AT&T Bell Labs UNIX

1977 BSD UNIX

1979 AT&T UNIX kommertskasutusse

1981 MS-DOS

1983 SCO UNIX

1984 SunOS

1987 0OS/2

1987 MINIX (avatud koodiga 6ppe-opsusteem)
1989 AT&T UNIX SVR4 (System V Release 4), POSIX
1991 Linux

1992 SUSE linux

1993 Windows NT

1993 Debian Linux

1994 RedHat Linux

2000 Windows 2000
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Suured praegused opsusteemid, nende
pohirakendusvaldkonnad ja umbkaudsed turuosad

Windows (Microsoft)

Tava-arvutid (92%)
Serverid (36% servereid)
Mobiilid (alla 1% mobiile)

T T

OS X jai0OS (Apple)

Mobiilid (iphone 25% / ipad 36 %)
Tava-arvutid (mac, 6.5%)

Linux (vabavara)

Mobiilid (Android, 21% mobiile)
Serverid (63% servereid)
Pisiseadmed (domineeriv)
Tava-arvutid (1.5 %)

BSD (vabavara)

Serverid —
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Moned vaiksemad:

Symbian (mobiil)
Blackberry (mobiil)
Bada (Samsungi mobiil)
TinyOS (pisiseadmed)
zOS (IBM mainframes)

= Unix



Main Microsoft OS-es: historical & current

MS-DOS is a text-based desktop operating system
Windows 3.1 is a graphical operating system on top of MS-DOS

Windows 95, Windows 98, Windows ME are standalone graphical
desktop operating systems

Windows NT, Windows NT Server, and Windows NT Server Enterprise
Edition are server and workstation operating systems

Windows 2000 Professional, Windows 2000 Server, and Windows 2000
Advanced Server are server and workstation operating systems

Windows XP is a server and workstation operating system. Converges 95
and NT/2000 families

Windows Vista and 7 are windows XP evolutions.

Windows 8 is a windows 7 evolution with focus on mobile, plus a version
for ARM processors (Windows RT)

Windows CE is an old mobile version of Windows
Windows Mobile is a newer old mobile version of Windows
Windows Phone is the current mobile version of Windows
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Some other IBM PC OS-s related to windows

Historical:

PC-D0OS-2000 is a text-based desktop operating system made by IBM as
an update of the older MS-DOS.

OS/2 is a ,high performance” desktop and “high end” operating system
made by IBM (started jointly with Microsoft, latter branched into NT)

Current:
ReactOS is a free OS, binary compatible with Windows XP
Wine is a free compatibility layer for Linuxes for running windows programs

DOSBoX is a free MS-DOS & old IBM-PC emulator for windows and Linux
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OS-es: Apple: historical

Macintosh OS 9, OS 8, OS 7, and OS 6 are desktop operating systems
made by Apple Computers that first ran on Motorola 680x0 and later on
Motorola/IBM PowerPC

Darwin is an open-source UNIX-based operating system that includes
capabilities from BSD unix, the NeXT and Macintosh operating
systems, with Mach (CMU) as the kernel base. Darwin was a foundation
for OS X of the Macintosh.

Macintosh OS X is a desktop operating system based on Darwin.
Macintosh OS X is made by Apple Computers and ran originally on
Motorola/IBM PowerPC, now on Intel.

IOS is a mobile operating system based on OS X. Runs on ARM family of
processors.
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0OS-es: main free UNIXes

All these UNIXes are actively developed:

B LINUX is a free version of UNIX that runs on Intel/AMD, ARM and a
large number of exotic processors

B Android is a free version/extension of Linux developed by Google and
Open Handset Alliance, runs on ARM and Intel

B FreeBSD, NetBSD and OpenBSD are different BSD-based free UNIX
versions

B GNU Hurd is a free UNIX-based operating system, based on Mach
(CMU) BSD-type microkernel
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0OS-es: commercial UNIXes

Alive and kicking commercial UNIXes:

B OS X and iOS are Apple operating systems based on Mach and various
BSD unixes plus NextStep.

B Solaris is a UNIX-based operating system made by Sun Computers that
runs on Sun SPARC and Intel Pentium

Practically dead commercial UNIXes

B Sun-OSis an older text-based UNIX that runs on Sun SPARC. Solaris
Is an enhancement of Sun-OS that includes a graphic user interface.

B AlX is IBM’s version of UNIX.

B HP-UXis a UNIX-based operating system made by Hewlett-Packard
that runs on HP PA RISC.

B ULTRIX is a UNIX-based operating system made by DEC. ULTRIX was
later replaced by Digital UNIX.
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Linux distributions aka distros: what is a distro?

Linux itself is just a kernel.
Compiled kernel size varies, from ca 1 to 50 megabytes.
The largest part of the kernel source is a huge collection of drivers.

The Linux system requires a large set of libraries and tools on top of
the kernel. This is mostly Gnu software. Hence Gnu/Linux.

There are ca 300 different distros. Distros offer:

® Pre-compiled kernel, libraries and tools, ready to install from
image

® A set of ready-made and packaged software (editors, browsers,
desktop software) in the initial installation package

® An easy and configurable set of tools to install more software

¢ Alarge set of pre-configured software packages the installation
tool will pull from the net and install
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Linux distro tree

Distros are typically built on each other: a new distro uses an old one,
modifies some features, adds some, removes some.

A small number of distros are ,core distros” on top of what many others are
built.

See http://upload.wikimedia.org/wikipedia/commons/8/8c/Gldt.svg
Important core distros:

Debian: .deb packages, focus on fully free software

RedHat: largest commercial Linux provider, .rpm packages
Slackware: one of the earliest, focus on stability and simplicity

Gentoo: software installed by building from source
Arch: minimalist, geared towards expert hackers
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Popular linux distros

First distro still alive: slackware
Most popular ones right now:

Mint: based on Ubuntu, offers special versions of Gnome 2 and 3 desktop
Mageia: a freeware version of commercial Mandriva (RedHat derivative)
Ubuntu: based on Debian, offers Unity fork of Ghome desktop

Fedora: a freeware version of commercial RedHat

OpenSuse: freeware version of SuseLinux (Slackware derivative)
Debian: conservative distro wildly popular on servers, base for many others
Arch: original, minimalist

PCLinuxOS (Mandriva derivative)

CentOS (RedHat derivative)

Zorin (Ubuntu derivative)

.... 16. Sabayon (based on Gentoo) ... 27. Gentoo (source-based) ...
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Windows structure high-level view

Win 32-bit
App

Win 32-bit Win 32-bit
App App

Win 32-bit
App

I/O
Manager

File
Systems

Executive Services

Security PC Virtual Plug and Power

Process
R e Manager LSUICLS7 Manager i Manager
Monitor 9 Manager 9 Manager 9

Object Manager

Device Drivers Microkernel

Hardware Abstraction Layer (HAL)

Window
Manager
and GDI

Graphics
Device
Drivers

User Mode

Kernel Mode
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Opening a file in notepad: 180 dynamic link libraries

kernel32.dll | o shliwapi.dll
comctl32.dll |,
\/_
shell32.dll
| kernel32.dll | !
MLdII - MgBZ,dII - .
5 || user32.dll | s . C
. N - I
: o 177 other
gaiszdll libraries
\/_
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Linux structure: high-level view

GNU/ <

Linux

User Applications

GNU C Library (glibc)

1
System Call Interface

Kernel

Architecture-Dependent Kernel Code

Hardware Platform

-23-

User
Space

Kernel
Space



Linux kernel structure high-level view:

f

@

=N
System Call Interface (SCI)
Process Virtual File

Management (PM) System (VFS)
Memory

Management (MM) Network Stack

Arch Device Drivers (DD)
4
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Linux kernel diagram

functions system |networking| storage memory processing ir:‘t‘é ng ::‘e

layers

user space files and memory char
I I Virtual |

virtual
subsystems

input
subsystem

S—

roc, sysfs protocol Virtual
le system families I fle system
l

network disk
cards: controllers: MMU, RAM
Ethernet, WiF| IDE, SCSI

bus
controllers:
PCl, USB

display
keyboard
mouse, audio

© 2007-2009 Constantine Shulyupin http://www.MakeLinux.net/kernel/diagram
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LinuXx structure: scheduler-centric view

r
Programmatic Scheduler Interface | Legend :
3 7 OIS Services | | |

: | Mon- Kemel
: Layer I
: Process Scheduler | |
—— * ..... v ¥ ............................. | |
Manager | | . System Call Interface IPC | Kernel Sub-| |
l ‘t ’d" | System |
........... » g o | |

t Architecture Independent - |

: Schedular f I hodul I
............ ' i e Hetwork I ndute I
. EE ¢ i w— |
— E | "u"' I I
File Systemj+ Architecture Specific Scheduling Paolicy I Multiol I
__________ Schedulers I M:.j._lllre: |
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Kernel| | —Depends -:-H—pl
¥ ¥ i : O=t= F||:I".-'hh-|
CPU Hardware |V . Control Flove-i |
____-'J
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Mac OS X structure

API

BSD  Classic Java

Applicalion sorvices
3 =0 a

Cark Core services

Core Core foundation non-GUI APL...

Ciare O5 [TDarain”)
System utilities

Kernel ("xnu")
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Android OS structure

APPLICATIONS

Contacts Phone

Browser

APPLICATION FRAMEWDORK

Window
Activity Manager Manager

Package Manager Telephony

Resource
Manager

Manager

LIBRARIES

Surface Manager Media SQLite
Framework

OpenGL | ES FreeType WebKit

SGL SSL libe

Content
Providers

Location

Notification
Manager

Manager
ANDROID RUNTIME
Core Libraries

o v e
Machine

LINUX KERNEL

DDi:E'EZ Camera Driver

Keypad Driver WiFi Driver

Flash Memory Binder (IPC)
Driver Driver

Audio Power
Drivers Management
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hardware

human oriented

- reference or call
— inheritance

Calculator

Calendar
DeskClock

Ul Fframework
| . AccountManager
Vibrator WindowManager
LocationManager
EditText

Button
MotionEven ViewGroup
Kﬁ:&nt I3
TextView
t L e
View

Inpul n
Ul services
windowMan: ! erService

display

Android Internals API Level 9
i i data teats
system multimedia v e communication
Browser
Packagelnstaller S9mgars QuickSearchBox A
Email
Music Gallery
Launcher2 | Phone
: 1 y BackupRestore
Helloworld = Bluetooth
i ontacts
Settings = NI\ ‘. |/ NFc| | Mms
~system framework  multimedia - storage framework communication
| Activity framework S Nl framework
it WOrK i \
Appheation sl WV BluetoothAdapter
/ _‘§°"“" rapper 1 m,,cm°“2&‘é§,"¢“;§f,, r  NfcAdapter [4)
startActivity Context Mediastore o Cursor o SHiMsnRaEr
2 A NOUBESKiOn  agighl Spe@ﬂecognizer ContentResolver webklt.WebVlehy s
[ RER TextToSpeech ContentProvider . lprovider)
Clonéable Parcelable TelephonyManager
PackageManager L‘,MA pid herdware.Sensof SQLiteDatabase Socket
getSystemService media and storage media and storage communication
services serv services

Netsgﬁsllemce
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W
\\\-'
TelephonyRegistry
NetworkManagementService

USB processor RAM = camera audiol/O sensor SD card Fflash WiFi telephony
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Processes « Process: program in execution

— Address space (memory) the
program can use

— State (registers, including
° program counter & stack
pointer)

« OS keeps track of all processes in a
process table
« Processes can create other
processes
— Process tree tracks these

relationships
— A'is the root of the tree
— A created three child processes:

B, C,and D

— C created two child processes:
EandF

— D created one child process: G
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Multitasking and scheduling
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Parallel running of processes is a movie-like illusion |

Photographs by Eadweard Muybridge




Running programs in parallel

Each program gets ca

0.01 sec time slice, then 3
another runs, etc, J-?
cyclically. Slices vary: from & &
: o
0.005toca 0.1 &0
r b
h‘ ' quq"—
& 8
e o
¢ &
£ &
S @
,:‘?ﬂﬁ ,:Eh}'
-
al
O
Time

~«—— Elapsed real time for program P1 ——

-33-



Processes wait and run

" “m

omne) Gumanis

L

M
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Process lifecycle in more details

Terminate

>

Running

(Short Term)

Scheduling Elock

Create

Mediurm Terrm

Scheduling  Suspend Resume Suspend

Elocked
Suspended

Ready
Suspended

4
Unblock

Unblock is done by another task (a.k.a. wakeup, release, V)
Block is a.k.a. sleep, request, F)
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Main scheduling algorithm goals

Fairness.
Treating users fairly: everybody gets some time to run

Respecting priority.
That is, giving more important processes higher priorit
Efficiency.
Do not spend excessive time in the scheduler.
Try to keep all parts of the system busy.

Low turnaround time.
Minimize the time from the submission of a job to its termination.

High throughput.
Maximize the number of jobs completed per day.

Low response time.
Minimize the time from when an interactive user issues a command to
when the response is given.

Repeatability.
Non-random, predictable behavious
Degrade gracefully under load.
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Scheduling algorithms: main versions

Scheduling CPU Throuahput Turnaround  Response
algorithm Overhead gnp time time
First In First :

Out Low Low High Low
S_hortest Job Medium High Medium Medium
First

Priority

based Medium Low High High
scheduling

Round-robin : : . :
scheduling High Medium Medium High
Multilevel

Queue High High Medium Medium
scheduling
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Interprocess communication

* Processes want to exchange information with each
other

« Many ways to do this, including
* Network
* Pipe (special file): A writes into pipe, and B reads
« Shared memory: everybody can read and write




System calls

B Programs want the OS to perform a service
B Access afile
B Create a process

B Read from network
m ...

B Accomplished by system call
B Program passes relevant information to OS
B OS performs the service if:
B The OS is able to do so
B The service is permitted for this program at this time
B OS checks information passed to make sure it's OK

® Don’t want programs reading data into other programs’
memory!
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Making a system call

OxfFfFfFff

/ (Ubfa;yca”) « System call:
rea read (fd, buffer, length)
Return to caller o Program pushes
UEDDLEs _/ arguments, calls library
3|| Trap code in reglq{er ]
User < T « Library sets up trap, calls
space 3 8 OS

« OS handles system call
 Control returns to library
 Library returns to user

4 ||| increment SP 9
Call read
1 [|Push arguments

~J

& User
Kernel ' \ code program
: 5 6| Sys cal\
space < Dispatch——> | handler
(OS)




Anatomy of a device request

Instruction,
1: Interrupt Instruction,,; 4

>

Operating

SiStem 3: Return

 Left: sequence as seen by hardware 2: Process interrupt
— Request sent to controller, then to disk

— Disk responds, signals disk controller which tells interrupt
controller

— Interrupt controller notifies CPU
 Right: interrupt handling (software point of view)
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Interrupts

B The interrupt handler must save the machine state, do some processing,
then call the process scheduler and dispatcher.

B When an interrupt occurs

the processor hardware makes a quick copy of the program counter
and CPU registers

the hardware switches to kernel mode and jumps to the interrupt
service routine

the ISR is usually very short. It may inform a device driver that it
received the interrupt; it may just increment some clock counters.

next the ISR calls the scheduler, which decides which process to
run

the scheduler calls the dispatcher, and new process (or maybe the
same process) resumes where it left off

B An important goal of the OS is to hide interrupts from the user---and
from user-level processes.

- 42 -



Inside a (Unix) process

Ox7fffffff

Stack

Data

Text

- 43 -

Processes have three segments
— Text: program code
— Data: program data

« Statically declared
variables

« Areas allocated by
malloc() or new

— Stack
« Automatic variables
* Procedure call information
Address space growth
— Text: doesn’t grow
— Data: grows “up”
— Stack: grows “down”



Virtuaalmalu: OS mapib reaalse malu ,,nailikuks*

Virtual memory Physical
(per process) mernory
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Storage pyramid

Capacity Access latency

<1KB Registers 1 ns B;tt\er
1 MB Cache (SRAM) 2-5ns
1GB / Main memory (DRAM) \ 50 ns

l 1TB Magnetic disk 5ms I

Better > X TB

Magnetic tape 50 sec

« Goal: really large memory with very low latency
— Latencies are smaller at the top of the hierarchy
— Capacities are larger at the bottom of the hierarchy

e Solution: move data between levels to create illusion of
large memory with low latency
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Disk drive structure

 Data stored on surfaces
— Up to two surfaces per platter
— One or more platters per disk

e Data in concentric tracks

— Tracks broken into sectors
» 256B-1KB per sector

— Cylinder: corresponding tracks cylinder — =

on all surfaces »

« Data read and written by

sector

platter

track

heads surfaces
— Actuator moves heads
— Heads move in unison spindle -—

actuator
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Failide paigutus

® Windows
W Ketta nimed A:, B:, C: jne
B programmid ja konfiguratsioon samades kataloogides

B UNIX laadsed operatsioonisusteemid

M jargivad uhtsed failisisteemi paigutuse standardit
FHS - www.pathname.com/fhs

B failid on paigutatud laiali eri kataloogidesse otstarbe jargi

B kasutavad eri failisusteemide uhendamiseks monteerimist
(mounting)
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POSIX paasuodigused

dr wXrwixXrwa2zXx

faili  omaniku grupi teiste
titip oOigused Oigused Oigused

-

lugemisoigus
w Kirjutamisoigus
kaivitamisdigus

X

s setUID, setGID
t sticky bit
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Loabittide tahendused

Loabitt

SUID (s)
SGID (s)

Sticky (t)

Tahendus faile

Faili saab lugeda

Faili saab redigeerida

Faili saab kaivitada
(programm)

Programm kaivitub
omaniku digustes
Programm kaivitub grupi
oigustes
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Tahendus kataloogile

Saab kuvada kataloogi sisu
(Is)

Saab luua ja kustutada faile
kataloogis

Saab kataloogi kasutada
(sOlme leidmiseks)

Kataloogi loodavad failid
antakse kataloogi grupile
Faile saab muuta ja kustutada
ainult omanik



Paasuoigused NTFS failisusteemis

M |ga faili ja kataloogiga on seotud paasudiguste nimekiri (ACL -
Access Control List)

B ACL on nimekiri paasudiguste kirjetest (ACE - Access Control
Entry)

B ACE koosneb:
B kasutaja, grupi voi arvuti nimest
M paasudiguste loetoelust

B Kui kasutajale, ega tema grupile el ole mingi ressursi juures
vastavat Oigust antud, siis pole tal voimalik seda ressurssi
kasutada
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Failisusteemide vordlus

FAT|FAT32| NTFS| ext2| ext3| Reiser| XF
Paasu- | - - L L + *
oigused
ACL - - + + + (+) +
Journal | - - + - + + +
Kvoodid| - - + + + + +
Krupto - - + - - (+) -
Kiirus + +
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Virtual machines

System calls 1>

I/O instructions -
Calls to simulate 1/0 -

“Real” I/0 instructions -

A Windows NT FreeBSD
........ >lA VMware VMware VMware
............ ;l LIHUX

Bare hardware
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Virtuaalkeskkondade kasutamine

Oppeotstarbel
Testkeskkondadeks
Tootearenduses ning kasutajatoes
Server - hosting
® Kliendid saavad taiesti oma serveri
Serverite virtualiseerimine
B Riistvararessurss jaguneb mitme serveri vahel

B Lihtsustub riistvara hooldus
B Virtuaalservereid saab umber tosta teisele riistvarale

B Teenuste eraldamiseks - igale teenusele oma server

B turvalisus
APP; | App, | ApPs
System calls > ~ Linux Windows NT FreeBSD
I/O instructions ’lA VMware VMware VMware
Calls to simulate I/0 > Linux
“Real” /O instructions T > l Bare hardware
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Virtualiseerimisvahendid

B PCriistvara emuleerimine
® Vmware
M Olemas nii Linux, kui Windows versioon
M Eri versioonid tookoha ja serverirakendusteks
® Virtual PC (Microsoft)
M Parallels (MacOS)

B Linuxipohised virtualiseerimisvahendid
M Virtuozzo. OpenVZ
H Vserver
m XEN
H UML
® QEMU
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